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Lecture 1 - January 10
Syllabus & Introduction

Safety-Critical Systems

Verification vs. Validation

Theorem Proving vs. Model Checking
TLA+
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Lecture 2 - January 12

Introduction

Safety- vs. Mission-Critical Systems
Formal Methods

Industrial Standards

Verification vs. Validation
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Mission-Critical vs. Safety-Critical

Safety critical
When defining safety critical it is ben-
eficial to look at the definition of each
word independently. Safety typically
refers to being free from danger, injury,
or loss. In the commercial and military
industries this applies most directly to
human life.( Critical refers to a task
that must be successfully completed
to ensure that a larger, more complex
operation succeeds. Failure to com-
plete this task compromises the integ-
rity of the entire operation. Therefore
a safety-critical application for an
RTOS implies that execution failure
or faulty execution by the operating
system could result in injury or loss o
human life.

Safety-critical systems demand soft-
ware that has been developed using a
well-defined, mature software devel-
opment process focused on producing
quality software. For this very reason

33y7: theoplw pois
43lg = wechel chm. :

m'i“g‘;m‘

the| DO-178B 'specification was cre-
ated. DO-173B defines the guidelines
for development of aviation software
in the USA. Developed by the Radio
Technical Commission for Aeronautics
(RTCA), the DO-178B standard is a
set of guidelines for the production of
software for airborne systems. There
are multiple criticality levels for this
software (A, B, C, D, and E).

These levels correspond to the conse-
quences of a software failure:

B Level Ais catastrophic (woSt| <8vGe)
B Level B is hazardous/severe

H| Level C is major

B Tevel E 1s no elfect (l&ﬂfb]&e)

Safety-critical software is typically
DO-178B level A or B. At these higher
levels of software criticality the soft-
ware objectives defined by DO-178B
must be reviewed by an independent
party and undergo more rigorous test-
ing. Typical safety-critical applications
include both military and commercial

ﬂight, and engine controls.

Mission critical

A mission refers to an operation or
task that is assigned by a higher author-
ity. Therefore a mission-critical ap-
plication for an RTOS implies that a

failure by the operating system will

prevent a task or operation from being
performed, possibly preventing suc-
cessful completion of the operation as
a whole.

Mission-critical systems must also be
developed using well-defined, mature

software development processes. There-
fore they also are subjected to the
rigors of DO-178B. However, unlike
safety-critical applications, mission-
critical software is typically DO-178B
level C or D. Mission-critical systems
only need to meet the lower criticality
levels set forth by the DO-178B speci-
fication.

Generally mission-critical applications
include navigation systems, avionics
display systems, and mission command
and control.
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Building the product right?

translated
Re:anior(raTnaelnts »| System Properties

8

satisfies? E Tchecked/proved?

Library of :
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g_Systems: Assurance Cases
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Research on “Assurance Cases” if interested!

Research
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Lecture 3 - January 17
Introduction, Math Review
Model-Based Development

TLA+
Logical vs. Programming Operators



Announcement

e Labl released
+ tutorial videos
+ problems to solve
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- API Given
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- Recall?



Correct by Construction
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Correct by Construction: Bridge Controller System




Correct by Construction: File Transfer Protocol
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TLA+ Toolbox

TLA + (Temporal Logic of Actions) is a high-level language for modeling
programs and systems—especially concurrent and distributed ones.
It's based on the idea that the best way to describe things precisely is with
simple mathematics.
TLA+ and its tools are useful for eliminating fundamental design errors,
which are hard to find and expensive to correct in code.

TLA+ is a language for modeling software above the code level and

hardware above the circuit level.

It has an IDE (Integrated Development Environment) for writing models and
running tools to check them. The tool most commonly used by engineers is
the TLC model checker, but there is also a proof checker.

TLA+ is based on mathematics and does not resemble any programming

language. Most engineers will find PlusCal , described below, to be the
easiest way to sjart using TLA+.




INEE _ oot sheet
Zoq (&X!ﬁ | WE <heex ’
st weate Pl A%W’WC £
e1:65
] | L av. o fompag|

You wcaln(’ be 3(494 o Hlosed  wedule
(og. wowd ﬁwo‘) b A
/ M"“

L, (o te - Xawple | Gt P
0126/7 - & EIPIA?T/' FI?

pitA b o™

17|
: (m




Lecture 1b

Review on Math
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Logical Operator vs. Programming_Operator

IZI‘/L\J;] (@ A ?)A V>

alse
false
false

Q. Are the A and v operators equivalent to, respectively, && and || in Java?
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Lecture 4 - January 19
Math Review

Propositional Logic, Predicate Logic



Announcement

e Tuesdays lecture recording mossing!
e Labl released

+ tutorial videos

+ problems to solve
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- syntax
- base cases in programming

Predicate Logic: Quantifiers
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Logical Quantifiers: Examples
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Lecture 5 - January 24
Math Review

Logical Quantifications: Proof Strategies
Exercises



Announcement

® Labl Part 2 tutorial videos released

+ = 2 hours
%*

debugging/using labels, error trace, state graph
* PlusCal vs. Auto-Translated TLA+ Predicates
e Optional Textbook for Model Checking and Program Verification
Logic in Computer Science:
Modelling and reasoning about systems
by M. Huth and M. Ryan




Logical Quantifiers: Examples

o
How to prove Vv i o|R(i) = P(i)|? ”7 {M
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Prove/Disprove Logical Quantifications

e Prove or disprove: Vx o [(xeZA1<x<10)= x>0.
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Predicate Logic: Exercise 1 N ;@ b Ts “’43

Consider the following predicate:
vx,yexeNaAayeN=x*y>0

Choose all statements that are correct.

1. Itis a theorem, provable by (5, 4).
2. It is a theorem, provable by (2, 3). T @

- L3/ It is not a CyacaOI”(am, witnessed -BZ (5&,,92; ECA A Dedy
[avlv e v
X 4. It is not a theorem, witnessed by ({2, -2). _>|§"f: 24

5./ It is not &’ tieorem, witnessed by (12, 13).
i E- N )1ZEN ABED
zeN A |z2eNZ 126250 = Q. re3>o




Consider the following predicate: ~
vx,yexeNayeN=x*y%0

Choose all statements that are correct.




- Mmoo s asswed o le twe

Wi Yo 1000l 7[\0/ Pwps
L A thoo B4 % QA gﬁO‘PM EXV@%M
Hat V%IM’S A M L

L—) I?ww&
5 gl - theorews £ }nelg




Predicate Logic: Exercise 2

Consider the following predicate:
ax,yexeNAayeNAx*y>0

Choose all statements that are correct. G(')
77 EENA qeny
1. -It is a theorem, provable by (5, 4). N Exd >0

2. It is a theorem, provable by (2, 3). D VN’DL“" Jintalll
X 3.. It is a theorem, provable by (-2, -3). (:Zg—_ALA__%\&},A
A

4. It is not a theorem, witnessed by (5, 0). [F2% =2 >o]

5. It is not a theorem, witnessed by (12, -2). LI @

6. It is not a theorem, witnessed by (12, 13).




Logical Quantifications: Conversions Rbo % € 4315-6lasq
P(x): x receives A+

(Vv XeR(X) = P(X) )= -(3 XeR(X)A-P(X))
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Lecture 6 - Janhuary 26
Model Checking

Introduction
Linear-time Temporal Logic (LTL): Syntax



Announcement

© Labl Part 2 tutorial videos released
+ Help: Scheduled Office Hours & flexible TA hours
+ = 2 hours
* debugging using labels, error trace, state graph
* PlusCal vs. Auto-Translated TLA+ Predicates
e Optional Textbook for Model Checking and Program Verification
Logic in Computer Science:
Modelling and reasoning about systems
by M. Huth and M. Ryan



Use of Model Checking in Industry

The Pentium FDIV bug is a hardware bug affecting the floating-point unit (FPU) of
the early Intel Pentium processors. Because of the bug, the processor would return
incorrect binary floating point results when dividing certain pairs of high-precision
numbers.

In December 1994, Intel recalled the defective processors ... In its 1994 annual
report, Intel said it incurred “a $475 million pre-tax charge ... to recover replacement
and write-off of these microprocessors.”

In the aftermath of the bug and subsequent recall, there was a marked

increase in the use of formal verification of hardware floating point operations across
the semiconductor industry. Prompted by the discovery of the bug, a technique ...

alled|“word-level model checking| was developed in 1996. Intel went on to use
formal verification extensively in the development of later CPU architectures. In the
development of the Pentium 4, symbolic trajectory evaluation and theorem proving
were used to find a number of bugs that could have led to a similar recall
incident had they gone undetected.




Formal Verification: |Proof Based|vs. Check Based
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LTL Syntax: Context-Free Grammar

Tl g
& E 2
frue '”Wﬁsnc/

[ false ] vy,
[ propositional |atom | z7
eeond]|

[ logical negation]

[ logical conjunction (Ko
[ logical disjunction 0(?fo A
[ logical implication
| neXt state (Wh?[h 72&‘6‘()0—
goes vigt Lontam

[ some Future state

[ all future states (Globally)
[Until

[ Weak-until

[ Release

Mff featus).

S [y VS [y WSSy VSN— )y SUS— ) WSS ) WES— S— S—

?Vﬁ“&Y ¢5== j?’/\ @ = f7/\ g? =:T7/\ ;Kéé = ?7 AXT lvmaf“> L
pe \ O/A velid LT fowmdle demactle



ez Becotoce

CD |:¢1‘—'> &
Ly(“),—:(¢‘ $¢z) %F¢|> = éz_
Keredonce

X, F. G( [ wmsg LU o %/
U, W, K ¥ LW.J LT P/



7(}7-5?%

wbo |
C ¢
& O¢

Fk &

U

Sdule




Lecture 7 - January 31
Model Checking

Practical Knowledge about Parsing
Operator Precedence

Drawing Parse Trees

Left-Most Derivation (LMD )



Announcement

© Labl Part 2 tutorial videos released
+ Help: Scheduled Office Hours & flexible TA hours
+ = 2 hours
* debugging using labels, error trace, state graph
* PlusCal vs. Auto-Translated TLA+ Predicates
e Optional Textbook for Model Checking and Program Verification
Logic in Computer Science:
Modelling and reasoning about systems
by M. Huth and M. Ryan

e Written Test 1 approaching...
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6%

aolé
ot [ propositional atom
‘ L)ﬂgA [ logical negation

M{«\
ol :;“ [

logical conjunction
éwﬁ (a) [ logical disjunction

¢ s+ [ logical implication

‘V}\\ J"‘,‘,{lg‘h [ neXt state

4 [ some Future state

(G o) [ all future states (Globally)
(pU o) [Until
(¢ W o) [ Weak-until
(pR @) [ Release

Assumption: Operator precedence considered first before the CFG.




Interpreting a Formula:| Parse Trees|(1) pest —> leaes

[ propositional atom

[ logical negation

[ logical conjunction

[ logical disjunction

[ logical implication

[ neXt state

[ some Future state

[ all future states (Globally)
[Until

[ Weak-until




Interpreting a Formula:| Parse Trees|(1) pest —> leaes

[ propositional atom

[ logical negation

[ logical conjunction

[ logical disjunction

[ logical implication

[ neXt state

[ some Future state

[ all future states (Globally)
[Until

[ Weak-until
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[ logical negation )
[ logical conjunction E | ¢
(pVv ) [ logical disjunction

(¢ = 9) [ logical implication / l\
(X9) [ neXt state .

(Fo) [ some Future state 1 9 -L'
(Go) [ @all future states (Globally)

(pU o) [Until ( 710 @ddﬁfﬂ 3

(oW o) [ Weak-until

(pR®) [ Release & Ame >

- Arex AR
~[gewantrcs | TN
L only melos cas® Lottt @ = ¢
e bimde 7 glaintiody g2 1’52

[ propositional atom

X
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Interpreting a Formula: Parse Trees (2)

T
1

p [ propositional atom
(-0) [ logical negation
(oA P) [ Logical conjunction
(pVv o) [ logical disjunction
(¢ = ¢) [ logical implication
(X9) [ neXt state
(Fo) [ some Future state
(Go) [all future states (Globally)
(pU o) [Until
(pW o) [ Weak-until
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Interpreting a Formula: Parse Trees (3)

T
1

Fpar(Gg=pUr)
p [ propositional atom

(=) [ logical negation
(oA P) [ Logical conjunction
(pVv o) [ logical disjunction
(¢ = ¢) [ logical implication
(X9) [ neXt state
(Fo) [ some Future state
(Go) [ all future states (Globally)
(pU o) [Until
(pW o) [ Weak-until

(¢R¢)




Interpreting a Formula: Parse Trees (4)

i
L Fpr((Gq=p Ur)
p [ propositional atom
(=) [ logical negation
(oA P) [ Logical conjunction
(pVv o) [ logical disjunction
(¢ = ¢) [ logical implication

(X9) [ neXt state
(Fo) [ some Future state
(Go) [ all future states (Globally)
(pU o) [Until
(pW o) [ Weak-until

(¢R¢)




Interpreting a Formula: LMD (1)

T
1

p [ propositional atom
(=) [ logical negation
(o N ) [ logical conjunction M;‘-ﬂal
(pVv ) [ logical disjunction
(¢ = ¢) [ logical implication
(X9) [ neXt state
(Fo) [ some Future state
(Go) [ all future states (Globally)

(pU9) [Until
(¢ W o) [ Weak-until

(¢R¢)

SFpag >0
(to lo lotimed . D



Lecture 8 - February 2
Model Checking

Comparison: Parse Trees, LMDs, RMDs
Deriving Subformulas
Labelled Transition System (LTS)



[ propositional atom

(=) [ logical negation Wd ¢’\> bpt_wc{'

(o N ) [ logical conjunction bo MW"-*O“M?M)’
(pVv o) [ logical disjunction @ ¢@ ¢ 4
(o= 0) [ logical implication J | 100t
8:(;5)) : [ neXt state [F#‘M‘ F‘
some Future state
(Go) [ all future states (Globally) M’fwz‘a’
[Until Ddnd >
[ Weak-until
SEprd> D
$FPA¢$b
ST pahd > @
% "‘00(0/!?( STprbhi>0

I = Ar
“w{ f"A k\%]:?ﬁ&gg
e/ = 5pU
ol =N AL RAAA



Interpreting a Formula: LMD (2)

i
I FprGq=pUr)
p [ propositional atom
(=) [ logical negation
(oA P) [ Logical conjunction
(pVv o) [ logical disjunction
(¢ = ¢) [ logical implication

(X9) [ neXt state
(Fo) [ some Future state
(Go) [ all future states (Globally)
(pU o) [Until
(pW o) [ Weak-until

(¢R¢)




Interpreting a Formula: LMD (3)

T
1

Fpar(Gg=pUr)
p [ propositional atom

(=) [ logical negation
(oA P) [ Logical conjunction
(pVv o) [ logical disjunction
(¢ = ¢) [ logical implication
(X9) [ neXt state
(Fo) [ some Future state
(Go) [ all future states (Globally)
(pU o) [Until
(pW o) [ Weak-until

(¢R¢)




Interpreting a Formula: LMD (4)

i
L Fpr((Gq=p Ur)
p [ propositional atom
(=) [ logical negation
(oA P) [ Logical conjunction
(pVv o) [ logical disjunction
(¢ = ¢) [ logical implication

(X9) [ neXt state
(Fo) [ some Future state
(Go) [ all future states (Globally)
(pU o) [Until
(pW o) [ Weak-until

(¢R¢)




Interpreting a Formula: RMD (1)

i
I FpaGq=pUr
p [ propositional atom
(-0) [ logical negation
(oA P) [ Logical conjunction
(pVv o) [ logical disjunction
(¢ = ¢) [ logical implication

(X9) [ neXt state
(Fo) [ some Future state
(Go) [ all future states (Globally)
(pU o) [Until
(pW o) [ Weak-until

(¢R¢)




Interpreting a Formula: RMD (2)

i
I FprGq=pUr)
p [ propositional atom
(=) [ logical negation
(oA P) [ Logical conjunction
(pVv o) [ logical disjunction
(¢ = ¢) [ logical implication

(X9) [ neXt state
(Fo) [ some Future state
(Go) [ all future states (Globally)
(pU o) [Until
(pW o) [ Weak-until

(¢R¢)




Interpreting a Formula: RMD (3)

T
1

Fpar(Gg=pUr)
p [ propositional atom

(=) [ logical negation
(oA P) [ Logical conjunction
(pVv o) [ logical disjunction
(¢ = ¢) [ logical implication
(X9) [ neXt state
(Fo) [ some Future state
(Go) [ all future states (Globally)
(pU o) [Until
(pW o) [ Weak-until

(¢R¢)




Interpreting a Formula: RMD (4)

i
L Fpr((Gq=p Ur)
p [ propositional atom
(=) [ logical negation
(oA P) [ Logical conjunction
(pVv o) [ logical disjunction
(¢ = ¢) [ logical implication

(X9) [ neXt state
(Fo) [ some Future state
(Go) [ all future states (Globally)
(pU o) [Until
(pW o) [ Weak-until

(¢R¢)




Interpreting a Formula: PT vs. LMD vs. RMD

EprGg-lpur T B

$£$¢ -6 > @
Sgrg > > 45008
Crdro v > ¢ >dur
Stprg=d B> p Ur
> pprhg> @ Sord > pur
> Fr Ak > e > RGD> pur
> E A G =>é(]é —%¢/\G%$Pu’
2 F FAéL?@PUé > A apdr
SFEphrbgD>p Ur %/’W




Tnsteod , bvedeet s t@m
Deriving Subformulas from a Parse Tree obtawd—iw

* ol ¥% ovp vgt tho Swé

Enumerate all subformulas of:
e M * F [Sf
el = v ([~ q)|VU p) g,‘/}' *r_‘%@afag
C)¢5 °'
L Lok WWd & .
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g 1 y Q\g Qz. Tuvente all sbbvmlss,
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£72N obg ¥ E B g e
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Context-Free Grammar (CFG): Exercise ; (OFrwaD
Is the following CFG_ambiguous? d“'g""ﬁ ekP

Statement if Expr then Statement
if Expr then Statement else Statement

Assignment

Example:
if Exprl then if Expr2 then Assignmentl else Assignment2



Context-Free Grammar (CFG): Exercise
Is the following CFG ambiguous?

Statement if Expr then Statement
if Expr then Statement else Statement

Assignment

Example: A Possible Semantic Interpretation?
if Exprl then if Expr2 then Assignmentl else Assignment2

Statement

Expr then Statement else Statement

/M l

if Expr, then Statement  Assignment,

|

Assignment,




Context-Free Grammar (CFG): Exercise
Is the following CFG ambiguous?

Statement — if Expr then Statement
| if Expr then Statement else Statement

| Assignment

Example: A Possible Semantic Interpretation?
if Exprl then if Expr2 then Assignmentl else Assignment2

Statement

P

Expr4 then Statement

if Expr, then Statement else Statement

| |

Assignment, Assignment;




o
Labelled Transition System (LTS) , aLe“"é "Q‘M/(f%\,

\
W — A
M=© 50, given®  LE7 Ll

X a’”"‘sﬁuﬁ"‘
leS»Y A _1[‘(}!('9 Asget Oﬁwgf%ﬁ pf :"P tuf?
A sty

- 4o V- $ 250, 1 Uy

martd g, “0 "

Q. Formulate deadlock freedom:
From any state, it is always possible to make progress. \_7

GO segs (I gesalemnd) Lt

x () # D L (§2) =$§:°
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Lecture 9 - February 7
Model Checking

Examples: LTS Formulation
Paths, Unwinding All Possible Paths

Path Satisfaction: X, G, F



Announcements

e |Lab2 released
e WrittenTest1 coming

L) [ty vmtcl auo( moug(ua 7;0(4‘}

+ tow |efr-over etmpbs
( to bp Fm,shm( wethe 7%;{ 20 w17
N ‘ﬂ’w;p/y )




o
Labelled Transition System (LTS) , aLe“"é "Q‘M/(f%\,

\
W — A
M=© 50, given®  LE7 Ll

X a’”"‘sﬁuﬁ"‘
leS»Y A _1[‘(}!('9 Asget Oﬁwgf%ﬁ pf :"P tuf?
A sty

- 4o V- $ 250, 1 Uy

martd g, “0 "

Q. Formulate deadlock freedom:
From any state, it is always possible to make progress. \_7

GO segs (I gesalemnd) Lt

x () # D L (§2) =$§:°




Leacae Ly

Labelled Transition System (LTS) — — 0<6i <2 de

L >2(z2£¢ ml,

- Exercises Consider the system with a counter ¢ with the J et £ ' [4
| N: (<

- following assumption:

0<c<3 - (2= 3

I Say c is initialized 0 and may be incremented (via a transition S' _{S\ S S Z5
- dinc; enabled when ¢ < 3) or decremented (via a transition.dec; = (00501, S‘t s O3

' enabled when ¢ > 0). | —, :{
i° Draw a state g.raﬁh of this system. - QSO, &);
' o [Formulatejthe state graph as an LTS (via a triple (S,—,L)). | (.Y.‘l.., Sz)’
i Assume: Se fatomsis: {|c > 1}jc < 1]} -
a\z s 55>:
(..Yz s &1 ),

(51 5&’) 3

So,
hecs, >, 0y L1 I
33 $2



Labelled Transition System (LTS): Formulation & Paths
dawe: T=1p,4, 73
e So wtishes P ang 2
C mflzczdd s ¥ &gt weested)
M=(S, =.24)
S= { $o 5 Sla SZS
s = § 00,8, (0, 5),
(B, 8, (8,5,
(32, §53
L: 'Y CSO,{%%3>,

($1,94,r S
(&8 v J)3
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Path Satisfaction: Logical Operations "’ i
A path satisfies a proposition
if its initial state ("current state”) satisfies it. ’ 6.
O - YT
meEp < e@(@?lﬁ P_M TEp
M= T /chyg@ obela () 1

mkE L

il <—>1(El=¢>
T @ © TEANTE S
mE ¢1()$2




Path Satisfaction: Temporal Operations (1)

A path satisfies X¢
if the next state (of the “current state”) satisfies it.

we‘X"

“Mq&l\t ('fﬁ{’e/
Formulation_(over a path)

T EXg STES

X T

Q. What is @3~ X p checking?



Path Satisfaction: Temporal Operations (2)
. botol
A path sa’rlsﬁes@:p

if the every state satisfies it.

Formulation_(over a path)

T EGS & Yi-T123| T ELD




Path Satisfaction: Temporal Operations (3)

twrt
A path SdfiSﬁGS@b‘F‘A

if some future state satisfies it.

Formulation_(over a path)

T E F¢ S i Tl A

(|

T

S

@




Lecture 10 - February 9
Model Checking

Path Satisfaction vs. Model Satisfaction
Unary Temporal Operators: X, G, F



Announcements

e Labl solution coming soon!

e |Lab2 released

e WrittenTest1 guide & example questions released
+ Verify EECS account on a WSC machine
+ Verify PPY account and Duo Mobile on eClass

e Review session on Monday? 1pm or@

b@'—







Path Satisfaction: Logical Operations "’ ’
A path satisfies a proposition :
if its initial state (“current state”) satisfies it. G 6.
W (YY) ej -m SO '95\1 "IZ"

W@« p e @y o TEp
M= T /ch’ége W“;ﬁ/\ ’V)'L' LZN_'[\L;%T:OP T REY

mE= L —
M ea(TEP) S: e 7 T‘@r g
reS1@# © Tk d, X LF “*‘F‘;i,?

! TENVA
mE $1()$2 e - ONTER,
mE 61 Q)2 Q: Express that all the = 7Etl=P

even-numbered states satisfies a proposition p.



Path Satisfaction: Temporal Operations (1)

A path satisfies X¢
if the next state (of the “current state”) satisfies it. 7E -

, ot Tl eswlss AT

\\[;mwc ctatp” \1@]: it
Formulation_(over a path) < @2 2 F
@EXf @E ¢ S AR_ajcran)

¥ T
Q. What is @3~ X p checking?




Model Satisfaction

Given:
® Model M = (S, —, L)
® State s € S
e LTL Formula ¢
@ﬁi iff for|every path v of M starting at s,| 7 = ¢.

Formula (over all paths) g et B
ormulation_(over all paths = qudfo'f“fh

motlt] safaLtEN o : -
§@¢ & 'v’n'nérz.vt;w'cths >|T |=¢]

How to prove vs. disprove M, s = ¢?

() Te peee SkE D, md w dow fr ewd mesdle RIT,
R, O‘ISPWG = ﬁ? Pl—‘alt:awm{«?;s E&Se{~ﬁsmp€@




Model vs. Path Satisfaction: Exercises (1.1)

> S2

> S2



Model vs. Path Satisfaction: Exercises (1.2)

sk p < all mwstartingats, mEp

P, 4

So ElpAQq O
So =D =
Or@»%@ n)iaaa

St = v ,
.91 ‘—@—?@A?/\YQ SoFEIr=pAqQAT

Exercise: What if we change the LHS to s:?

&)




Model vs. Path Satisfaction: Exercises (2.1)

Recal: mEX ¢ & m2 = ¢
SGYZ'IT=SO_>51—>52—>52—>

TEXT D

TII#XJ_O

lTI=X(q/\r‘)@ @
mMmEXqgAr

£ @:—DV@_

{ka AT’;VITI=X(q=>I")<-?ﬁ. =

oTEzl § ;hxq:mﬁhg S Tky

Exercise: What if we change he LHS fo m2? @ @ @




Model vs. Path Satisfaction: Exercises (2.2)

s = ¢ < all mstarting at s, M= ¢
caler %4 Jo So
“m[/{povﬂa“ P %ﬂa

sol= X (@ A 1) () Wawess: & (G ...

sthqAr@lJ'm @)«3\1 =
X (q = o saiglg v

Xq=>r\

hg/ ‘k{) N L AR (&) PO

Exercise: What if we change the LHS to s.?

So|lF
So|F




Model vs. Path Satisfaction: Exercises (3.1)

TEGdeViei2l =1E¢
P, g Say:‘"‘:So )@ > S2 > S2 > ...

TG T (O
o) e ) mees @
q, r r '|T|=G-|(P/\I") @

Exercise: What if we change the LHS to @




Model vs. Path Satisfaction: Exercises (3.2)

s = ¢ < all wstarting at s, M= ¢

So‘|/= GT @

So@G@ @

s 6 Ap A )=, Al peths 4@@;
So G@ @ .}\qw\..fo a::f ,:'{
s:)= G r@ il

Exercise: What if we change the LHS to s.?




Model vs. Path Satisfaction: Exercises (4.1)

TEFPpeTioi2l ATEP
p,q Say: (M =S — S1 — S — Sz — ...
nhF@@

G e rrl#F@@

,r r MTEFApAT
- (p )L,,.ﬁﬂ «z:ﬁs 7 T atuly

mT=Fr e VIV
ﬂ@F(qm
/

ilas S wetwess S

Exercise: What if we change the LHS to m2?




Model vs. Path Satisfaction: Exercises (4.2)

s = ¢ < all wstarting at s, = ¢

soE=EFr (T

SEFO (TL-8~.380HF QAT
L%L/QA‘C;‘ }m{’)l 4’01('3137(0"15, f t\JfME{S‘ &‘932-9.3-9..

the®’s ol  stafp {amﬁfa ¢ (gr ‘;ﬁ}i,()

Exercise: What if we change the LHS to s:?




Sunday, February 12

Written Test 1 Review



E

ConS|der the following check (where “s” is a state of some model M*, and “phi’ is a syntactically-correct LTL formula): @

%M |=®)h|

In order to show that the abovelmodel satisfaction

state in pi.

@i -

5,

w
it

elation does no t hold waneed to show that for every path pi (i.e., a

MT=5~>---

peth cots el o S >

TOFSP
i

%

yNA (%)'Ee)\)/\:wl,t

T F &

witness) of M, phi does not hold at any
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Lecture 11 - February 28

Model Checking

Path Satisfaction: Nested LTL Operators
FG vs. F=> FG



rest(

Announcements / ?ﬂj

e Released: WrittenTest1,/Lab2/solution
® To be released:
+ ProgTest1 Guide (by the end of Wednesday)
+ ProgTest1 practice questions (by Thursday class)

T 7 Al/ov;f/m;
- "ff”dS, '6759 WFP{
- Q%sednns F,swdzf?s/l )
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CZ-—>O. .
Nesting “Global” and "Future” in LTL Formulas %O»f)e

sEFG¢ ™ ?

= S Sl I% ‘v v
Each path starting with s is s.t. eventually( ¢ holds continuously;

Q. Formulate the above nes’red pattern of LTL opera’ror
{;C . =8> -

*‘WW (LE$)))
W 3 J How to prjve the above nested pa’r’rern oF LTL operators?

P XQ basslor 4l puth pattants stoce
@ bl wuh ¢ g (7
Q. How to dlsprove ’rhe above nested pattern of LTL operators?
* ¥

%“’@Jlmvu that —for ERck §+ltf€ o $tete thect a@s



Path Satisfaction: Exercises (5.1)

s = ¢ < all wstarting at s, = ¢

: So|=|:[—— H E \
: k)emess Co - St-a@'-?&—) =1

so = FG (p v qiﬁ«ﬁ m:"ﬁ,‘:;(b« pa

4 % lSo = FG (p Vll-',"mo
aYJ% DH->%-0-.-

Q Jo- 3« >H>H ..

O 0 26 5l .-
Exercise: What if we change the LHS to s:2 '~










Nesting “Global” and “"Future” in LTL Formulas
g i

J
s =[F¢1 =FGe:|

Each path T starting with slis s.t. if{eventually ¢1 holds on )

then| $2 eventually holds on 1 continuously.

Q. Formulate the above nested pattern of LTL operators.

UT[, M=8-=>--- >
£ rr,'w/l A TL“l‘ 2 _

C 2 /\(\") A?A,JTF@)D

Q. How to | prove ’rhe aboVe nested pattern of LTL operators?

Q. How to disprove the above nested pattern of LTL operators?



Lecture 12 - March 2

Model Checking

Path Satisfaction: Nested LTL Operators
F ¢1= FG ¢2



Nesting “Global” and "Future” in LTL Formulas

S éﬁ:d; = ﬁﬂ

Each path T starting with s is s.t. if even’ruall@ holds on T,
then ¢2 eventually holds on 1T continuously.

Q. Formulate the above nested pattern of LTL operators.

¥
e M=8~-
U(a“‘ u7/|A ‘=¢>

EENS 7| A(VJ y/u ->>>

Q. How to prove ’rhe above nested pattern of LTL operators?
sidev all path petteds
Q. ow ’ro dlsprove he above nested pattern of LTL operators?

O TFud & artvess ]Mfk



Ot to % : G setishes 18 AV, Bs o €
Path Satisfaction: Exerasesaz*z?) @%o :ii:ﬁ:%: ..:j‘% -:/-‘49

s = ¢ < all wstarting at s, = ¢

& >8> &j -- Cere/cr:po
So = F (=g A r)QFG

0) Co 98\*&-)&1%
L, vo stxte 7 ths fh{aﬁ/f}x-zg/w

L> F(% A v 87%9

q, r r

@ Jo —;u]—).Sz—) = anui e [m@_@

L flk SO|=F(—|q\/r)=>*
G?E:{:ffi © Wwes T &o8okalis
S—ta‘tﬁa}/ow\ &‘L s €'(V & Q‘f’ﬂﬁ{d @ :}@ E@ LL: 44;[7::9:5 EZﬂVVYgo S.l

Exercise: What if we change the LHS to s:?

QWZ;’ re.
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Lab2 Solution: getAllSuffixes (V2: Tuple of Tuples)

———————————————————————————— MODULE getAllSuffixes_v2 ---------=--mommmmmm oo
EXTENDS Integers, Sequences, TLC, Le kﬂS‘fCAfS

CONSTANT 1input -mpnt wvoaré wtl

ASSUME Len(input) > @ |npu1-; [23, 46, 69]
(*

--algorithm getAllSuffixes_v2 { result:

variable result = input, postfixSoFar = <<>>, i = Len(input) - 1;

{ outpats wtl Lo ' vartlips [[23, 46, 69],
postfixSoFar := <‘<input[Len(input);>->; a A [46 69]
result[iLen(input)] := postfixSoFar; ’ ’
while (i > 0) {

postfixSoFar := <<input[i]>> \\o postfixSoFar; [69]]
result[i] := postfixSoFar;

/a i =1 i)

3

assert \A j \in 1..Len(Cinput): Len(result[j]) = Len(input) - j + 1;
assert\A/j \in 1..Len(result): "\A 'k \in 1..Len(Cresult[j]): result[jl[k] = input[j - 1 + k1);



EXTENDS Integers,

CONSTANT input

ASSUME Len(input) > @

(*

--algorithm getAllSuffixes_v2 {
variable result =

Sequences, TLC

assert \A j \in'l..Len(résult): (\A k \in 1..Len(Cresult[jd): result[j][k] =

MODULE getAllSuffixes_v2

input, postfixSoFar =

<<input[i]>> \o postfixSoFar;

{
postfixSoFar := <<input[Len(input)]>>;
result[Len(input)] := postfixSoFar;
while (i > 0) {
postfixSoFar :=
result[i] := postfixSoFar;
i:=1-1;
};
assert \A j \in 1..Len(input):
}
}
*)

™ Ni— el

: 2 >
input: [23, 46, 69]

result:
[23 46 69],

46, 69),
-[69]]

fo

Len(input) - j + 1;

<<>>, 1 = Len(input) - 1

,,440

Len(resultli1) =

input[j - 1

“eit e /

+ K1D;



Lab2 Solution: getRightshifts B> 1

~

------------------------------- MODULE getRightShifts --------

EXTENDS Integers, Naturals, Sequences, T
CONSTANT input, n Ir. B
ASSUME /\ Len(input) > @ —
/\N'n>=20 F?’
e
& “:
--algorithm getRightShifts { @, e'
variable result = input, (nos{= n % Len(t number of shi€ts *)ii = 1; m&!'(’ O‘tf‘z“l_(:_
{ —
while (i <= Len(input)) { 2
if (((i + Len(input)) - nos) % Len(input) = @) { tz.
result[i] := input[Len(input)];

} else { 2 3

result[i] := input[((i + Len(input)) - nos) % Len(input)];

A > \ >4 %3

1 —
\* version 1 of postcondition: for each index in the result, what is the corresponding index in the input?
assert \A j \in 1..Len(result): IF ((j + Len(result)) - (n ¥ Len(result))) % Len(result) = 0
THEN result[j] = input[Len(input)]
ELSE result[j] = input[((j + Len(input)) - (n % Len(input))) % Len(input)];
\* version 2 of postcondition: for each index in the input, what is the corresponding index in the result?
assert \A j \in 1..Len(Cinput){ IF (j +'(n % Len(input))) % Len(input) = 0

THEN \result[LenCinput)] = input[j]
ELSE Jresylt[((j + (n % Len(input))) % Len(input))] = input[j]; ‘
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Lecture 13 - March 14

Model Checking

Model Satisfaction: Nested LTL Operators
GF ¢, GF = GF ¢
LTL Operators: Until, Weak Until, Release



Announcements

e ProgTest1 result to be released by Friday
¢ Lab3 to be released by the end of Thursday



Nesting ' Global and “Future” in LTL Formulas

sefffs rt-r gl e O

mu ‘Alwost” é/wcff £

to o st
Each path starting with s is s.t. con muously, even ually holds.
mo(Pfflm? 76/ ¢ é

Q. Formuiate the above nested pattern of LTL operdtor.

\ﬁg‘m Cd - D ( Lu#

* . L)/‘i>

-
- d Ge=]

Q. How ’ro prove the above nested pattern of LTL operators?

U] Porioley FMI« rMams LZ 0«6/'9 Af eth stofe on the P“J‘F

Path cfete , whebs the Adwe State
Q. How to disprove the above ﬁes’red pattern of LTL operators?

thot  satzsties f.

/7
% e o wass Sofe o T, sy o e ¢'P’A;‘2'P il Sm? T,







Model Satisfaction: Exercises (6.1)

s = ¢ < all wstarting at s, T = ¢

So = GF pl’bli{’-
l@—)@—)&—a
/

P~
so = GF (p vV q)@ 7":20 l’-&(F\/\r)
§ @"& -5 — -7 & EGH@W
A S RN N SRS P \&%r«@) & EGF(pv
Lg)&ajlq\cz_)__.tbfoa\.(\la o> -- [EL

W Jo > & = S .- 7 -9Jz->.,f‘z—9-.
Exercise: What if we change the LHS to s:?




Model Satisfaction: Exercises (6.2)

>$CVI' - (3J' s ATLZI-'-V>>
Exercise: What if we change the LHS to s:? T=>F .:@ _

_(Iﬂ &-9&'9
s &% all m sfar’rlng at s, #‘?’

so(JGF pQEﬂm T

Y 'g L{
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() agame &F 7 orly patht to ponsale
(2 In that path : &F 1wl Sosd 5%
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Path Sa’rlsFac‘:hon Temporal Operations (4)
e

m = 4:1% O L & ok
There is |[some future sfa’re}sahsﬁes LZ @ % thet & L but
until then, all states sahsfy@ —(G-)?

I$ ct o‘(

__)‘__()_)‘__).. ot & &, and
i T &7

Formulation_(over a path)
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'IZF&Z’(@@ JL T2 | A[ A




Path Satisfaction: Temporal Operations (5)

— 4160 o5 Q. T & ok
7T
. . thet G )
(1) If there is ever a future state that satisfies ¢2, then -
but M—\( 1@

until then, all states satisfy ¢1.

@ Oﬂmmée cpl must always be the case.
QZ Jde ¢t ok

@ dg’q‘—»‘.. S,

Formulation_(over a path)
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Path Satisfaction: Temporal Operations (6)

7 |=¢1R) P2 — “éz hes Leen Holza, ¢l volases e "
" If there is ever a future state that satisfies 1, then
until then, all states sa’risfy@

Ctherwise, $2 must always hold (i.e., never released).

P 7 ol

Formulation_(over a path) .




Lecture 14 - March 16

Model Checking

LTL Examples: Until, Weak Until, Release
Formulating Natural Language in LTL



Announcements

® Mar 23 class?

e ProgTest] result to be rczleased by the end of Friday
VM- .

rittenTest2 example questions to be released

e Review Q&A session:|7pm on Sunday, March 19?|
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Model Satisfaction: Exercises (7.1)

sE¢eallm sfar’ring ats, mE ¢
So @_UG) Sz r UP Jue
’g_)lg > ' Yo Stxtd

SIs 1 safx%aﬁ P
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Exercise:' What if we change the LHS to s.? % alwc:/s th




Model Satisfaction: Exercises (7.2)

s= ¢ < all wstarting at s, M= ¢

sot=(pvr)U(p/\r)(;LkP S

M ]7/\v &  veer sotitdie

so = (p vr)W(p/\r)ltL"ﬂ
L, We lkow: (pvvd w'q;,«o Joko

Bat: CPuvd & Aot ppmplor)
scE(pAar)RI(pvr)

% E & lpr)
Exercise: What if we change the LHS to s:? \ \




Fix T sweleol
Formulating Natural Language in LTL (1) i b(I J; zzz,({-_ )

Natural Language: RN ._{ was 22
I had smoked untilIwas22. § S & ~'~ §16 18
Atom t: I was 22 _EE(
Atom s: I smoke —
Q. Is(s U(ﬂan appropriate formulation? :-[—ér"c—cll]c_-ﬁd- uz
g Q _g wns 2¢ A
,_S > & ¢ o) (T ekl
z,:f/\./z-» TCEt S &b
ey £ Bt | I suked | %(2'
CL wx 224
=
@b@"%&b") s (\1\I sl

T B ¢$1Ugo > Elioi21/\(/\ | ))
(Vj e 1<j<i-1 = ol E¢q)



Formulating Natural Language in LTL (2.1)

Natural Language: f é = |7
Its impossible to reach a state -F- ¢ El &"(
where the system is started but not ready.

Assumed atoms: —lF ( g.m,,{—ed A ﬂ@d{]/)

- started
- ready

LTL Formulation

G (‘l(éwvted/\—wmdél ) >




Formulating Natural Language in LTL (2.2) Iy
ALt
o S

Natural Language:
Whenever a request is made,
it will be acknowledged eventually.

Assumed atoms:
- requested

- acknowledged

G (vefxxegfed > F aclc_>

LTL Formulation




Formulating Natural Language in LTL (2.3)

Natural Language:
An elevator traveling upwards at the 2nd floor
does not change its direction
when it has passengers wishifig to to to the 5th floor.

LTL Formulation

Assumed atoms:

- floor2, floors e 8—( 7L)Wz A Lﬁfﬂmg

/ - directionUp

@wgg | buttonPresseds |%| > (dzvectzs«()?@#wﬂ
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Sunday, March 19

Written Test 2 Review
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Lecture 15 - March 28
Program Verification

Stronger vs. Weaker Assertions
Total vs. Partial Correctness



Announcements

e Bonus Opportunity - Course Evaluation

e ProgTest1: Echo (eMail, Zoom); Jackie (Office Hour)
e Lab3 due tomorrow

o/ ProgTest2

® Final Exam: Review Q&A Sessions
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Lecture
Program Verification

Correctness - Motivating Examples
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Program Correctness: Example (1) \Vﬁfeﬂ}j’i?ff’f‘*ﬂ

—-—algorithm increment by 9 { &’Yefﬂe“
variable i; : A T
{ (* precon&iﬂé ié::eak [ %’afTJB &ﬂwr{
assert |[i >'3. 0 7. .Fo/ ;7175,1{' ‘thl’s' %{’J’/‘ “
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Program Correctness: Example (2)

{

assert

——algorithm increment_by 9 {
variable 1i;

(» pre ondijpion %)
\" 4

i > 5 bgq$ K4

& 49'

1 L s Fremo/. £ mﬂ?

(» Implementation x)
i:=i+_9_;

assert

(+ postcondition =)

4, = 1.3
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Lecture
Program Verification

Hoare Triple and Weakest Precondition
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Lecture 16 - March 30
Program Verification

Weakest Precondition (WP)
WP Rules
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Lecture
Program Verification

Rules of wp Calculus
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Rules of Weakest Precondition: Assignment mi talpdatin
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Correctness of Programs: Assignment (1)




Correctness of Programs: Assignment (2) [E(ewel

What is the weakest precondition for a program x := x + 110
establish the postcondition x > xy?

{?}x := x + 1{x=23}




Program Correctness: Revisiting Example (1)

_—vaalrgioax;)i:ehn;;increment_by_9 { {Q} S {R} = Q s Wp(S7 R)

=

l (# precondition )

a
D CnlcitR C 10N *)
\i = i+ 9;7 S b

* postcondltlon\ *)

K

assert

1532 wp (7= ©q, B




Program Correctness: Revisiting Example (2)

_—:,alfioaiiltelm;;increment_by_9 { {Q} S {R} = Q = Wp(S7 R)

{
(% DPIeCO bt *)
assert( i > 5 >

TCac Lol x)

o ER=III=Ig
1 ks

(*
i :=

(# postcondition #)

assert




Rules of Weakest Precondition: Conditionals

ya/lt’;,‘. »R:ﬁpz
wp(if(BthenSDe se@g;nd, R)
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Correctness of Programs: Conditionals

Is this program correct? (&(,Y >)

{x>0Ay>0}
1E | > 3
bigger :
else

bagager §
end

{bigger > smaller}

(SteV 1) TFowmalate  Hoaup Wfr@
IL7(>0 A >03|§; B ey & elp e H_L%erzﬁmﬂefﬂ
U{evt) [eledate G L B gy ele S 5 1279, 7 saalle)

Taeerse.
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Correctness of Programs: Sequential Composition

Is {{True)} tmp := x; x := y; y := tmp{ x>y } correct?
(Seep ) Codte wop (tap =25 1215 of = P4 7($y>
! Jg N v

{ NF rulp «[o( 8-5 V/
‘ =7 . wp(E:=Yis Wf:.-@y))

N U

wp(iztp. D)




Lecture 17 - April 6
Program Verification

Contracts of Loops: Invariant vs. Variant
Correctness of Loops



Announcements

e Lab4 released
e Exam guide released
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Lecture
Program Verification

Contracts of Loops
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Contracts of Loops
Syntax mpat ontpat

CONSTANT (* input 1ig#”*)
I(var_1list) == ...

V(var_list) == .. Runtime Checks

——algorithm MYZALGORITHM {

variables ‘ vigant_pre = 0, variant_post = 0 W Precondition
{ Pu m e Violation

assert O; ?’* Precondition x) S .
4 5 { l A Loop

Sinit
Invariant

assert I(...); established? =)
while( B ) { Violation

variant pre := V(...); > LI M?dld
. | / sl reantzaned

variant_post := V(...); ,'
N ‘VZOAV<V0"'
‘f” assert variant post\>=) —

assert variant_ variant_pre; : L .
DFW assert I(...);” (» Is LI preserved? *) . Sbody
} "
?asserto (* Postco yﬂxw o V<0vV>V|
s{ Md ed ’ WMQ{P{ Violation ".'
oL Sl tuie & :1
” (1’ o

olt. )
g €A ”’



Contracts of Loops: Example

I(i) == (g 1) /\

2 BV(i) ==(% - 1)
——algorit oop_invariant_test

variables(i =(1, variant_pre = 0, variant_post = 0;

. (DYM"‘O'

(1 <= 6)

Specification

e et & YT=|Y
assert I(i); B ®S 5 L'l
while (i <= 5] {

variant_pre := V(1i);
i =1+ 1;
variant_post := V(1i);

assert variant_post >= 0;
assert variant_ post < variant_pre;

assert I(i);
g , bl

S/
1 |<

i (B)
D T
= 2 T) Bl Lot
3 | T/00kd BT
= T 2'-\'
E [T [T
b 1T lledl@.

V20AV<Y, !

Sbodyl
V<OvVzV,

Assume: Q and R are tfrue

Runtime Checks

Precondition
Violation

Loop
Invariant
Violation

Postcondition
Violation

Loop
Variant

. .

...........

Violation




Contracts of Loops: Violations

O©CoNOOOTRA~WN =

{

I(i) ==
V(i) ==
——algorithm Ioop invariant_ test
variables i = 1,

(1 <= 1) /\

6 - 1

(i <= 6)

variant_pre

assert I(1i);

while (i <= 5) {
variant_pre := V(1i);
i =1+ 1;

variant_post := V(1i);
assert variant_post >= 0;

0,

Specification

Assume: Q and R are true

variant_post

assert variant_ post < variant_pre;

assert I(i);

aiolatin 7
invariant: 1 <= i <=5 Whh doofn 7

variant: 5 - i

V20AV<V, A

x Sbmwl

Runtime Checks

Precondition
Violation

Loop
Invariant
Violation

Postcondition
Violation

Loop
Variant
Violation

V<OovVzYV,

...........

P .




Contracts of Loops: Visualization <B
Previous state

Soct

Initialization Invariant [ Postcondition 7




Lecture
Program Verification

Correctness Proofs of Loops



Correct Loops: Proof Obligations

e Aloop is partially correct if:
o Given precondltlon Q, the initialization step Sj; establishes L/ /.

$0% Suw {15 [(@smit

o Atthe end of Sbody, if not yet to exit, L/ | is maintained.

ARy ?, IS5 [07B) S (1

o If ready to exit and L/ / maintained, postcondition R is established.
BAIL DA In-B=R
{Q} * A loop terminates if:
Sinit o Given LI I, and no ' aintains LV V as non-negative.
assert I(...); {
while( B ) { IAB} de)/ 'V’OS B} Seoay {V >0}

variant_pre := @ o Given LI'l; an et to exit, Spoqy decrements LV V.
Sbody {IA BS d { i {I/\ B} Sbody {V < Vo}
variant_post := V(.

assert variant_post >= 0;

assert variant_post < variant_pre;
assert I(...);

{R}

Y
MM;# F e ot



Correct Loops: Proof Obligations Example

1 (1 <= 1) /\ (i <= 6) : : - <
2 Qvii) =6 - 1 §p€CIﬁC9‘|’IOO (D{ Tme 3 L = | {T l’é
3 §-—algorithm I invariant_test A @ o l’e "“hdﬂ

4 variables (2 =/1> lvariant_pre = 0, variant_post = Of { l(t A E(LA i’( & 3

S B - = < S

6 assert I(i Sf’"' r: = (‘(’[

7 while (i <= 5; { L

8 variant_pTe := V(1i); { |$._L- A LéLS

9 ‘i = 1 + 1;,

10 vVariant_post := V(1i);

11 assert variant _post >= 0; e Aloop is partially correct if:

12 assert variant post < variant_pre; o_Given precondition @, the initialization step Sj: establishes LI /.
13 assert I(1i); {Q} St {1}

1? o At the end of Spoy, if Not yet to exit, L/ /is maintained.

| {/ 7 B} Spoay {1} |

o If ready to exit and L/ / maintained, iostcondition R is established.

e A loop terminates if:

o Given LI I, and not yet to exit, Sbodi maintains LV V as non-negative.
o Given LI I/, and not yet to exit, Sbodi decrements LV V.
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